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Abstract

The signature-based intrusion detection is one of the
most commonly used techniques implemented in modern
intrusion detection systems (IDS). Being based on a set
of rules, i.e., attack signatures, the accuracy and reli-
ability of IDS detection heavily depend on the quality
of the employed rule set. In this context, any conflicts
that arise between rules create ambiguity in classifica-
tion of network traffic or host events, not only affecting
the performance of IDS, but also putting the system in
a vulnerable position. Currently existing techniques for
conflict detection focus primarily on the security policy
of the network devices: IPSec, routers, firewalls.

In this paper we address the conflict detection in host
and network-based intrusion detection and response de-
vices and present a rule management framework that al-
lows rule set analysis for potential conflicts. We demon-
strate the advantages of the proposed approach on three
collections of attack signatures: the set provided by the
vendor of the commercial IDS and the rule sets of the
open source Snort IDS and Bleeding Edge Threats. Our
analysis reveal conflicts in each of them.

1 Introduction

Intrusion detection has been at the center of intense
research in the last decade owing to the rapid increase
of sophisticated attacks on computer systems.Generally,
signature-based approach is the most common tech-
nique implemented in commercial intrusion detection

systems (IDS). It aims to detect attacks by analyzing
event stream against a predefined set of rules, i.e., attack
signatures, that generally describe the IDS-specific set
of network features (e.g. destination port, payload con-
tent) or system events (e.g., privileged file access, login
time) and the response action to be deployed in case the
observed behavior matches the description.

Although, the signature-based IDS provides many
benefits including accurate detection of the known at-
tacks and indication of suspicious behavior, it is highly
dependent on the expert knowledge in developing and
maintaining the detection rules. Constant discovery of
the software vulnerabilities and exploits demands timely
addition of new attack signatures which significantly in-
creases the complexity of set resulting in overlapping
and often redundant signatures. This situation is aggra-
vated by the fact that in the large-scale systems a variety
of intrusion detection tools are often bundled together
to provide comprehensive security coverage of the net-
work. Most of these off-shelf IDS products include
prewritten signatures that over time are customized and
periodically updated by different administrators. As a
consequence, the set of attack signatures becomes unre-
liable, not only affecting performance of the system, but
also putting it in a vulnerable position.

Although analysis of the security policy has been at
the center of research attention in the past decade, the
majority of these studies focused on the performance is-
sues [8, 10, 18, 17]. A significantly less attention was
paid to the conflict-free management of the policy rules.
The existing research has mainly explored the config-
uration policy of firewalls, router lists and IPSec de-
vices [7, 21, 6, 4, 11, 12].

1



Intrusion detection rules can be considered as a spe-
cial case of the network security policy rules, however,
they posses several unique characteristics that require
additional research. One of the challenges in IDS rules’
analysis is the absence of the common format. While
firewall, IPSec rules employ a small set of commonly
used fields of the network packets [15], the format of
the IDS rules varies across different intrusion detection
devices and often supports the use of logical operators:
AND NOT, OR. As a result, the IDS rule sets benefit
from the hierarchical representation which allows to es-
calate the importance of attack combinations and model
multi-step intrusions. Similarly, if the firewall rules gen-
erally trigger either “deny” or “accept” action, the IDS
rules employ a variety of response strategies, e.g., trace
network connection, kill process, alert administrator, en-
able/disable additional firewall rules. Finally, the repre-
sentation of the firewall, IPSec policy as sequential lists
often puts a special importance on the rules ordering in
the defined policy to avoid potential conflicts among re-
lated rules. While the IDS rules can be represented as
access lists, majority of the intrusion detection products
ignore the rule ordering, intentionally or unintention-
ally allowing several rules to match a considered system
event.

Solution Methodology. In light of the above, we pro-
pose an approach to the analysis of the intrusion detec-
tion rules for potential conflicts. Our approach takes ad-
vantage of the hierarchical structure of IDS rules mod-
eling their relations in the graph structure. Based on the
traditional graph traversal algorithms we present a set of
algorithms that allow automatic discovery of potential
conflicts in IDS rule sets.

The contributions of our work can be summarized as
follows:

• Classification of the intrusion detection rule mis-
configurations: the developed classification is gen-
eral and applicable to attack signatures of network
and host-based IDS.

• Algorithms for misconfiguration discovery:we de-
scribe a set of algorithms to examine IDS attack
signatures for potential conflicts.

• Efficient implementation:we provide an imple-
mentation of our approach which we employ to
analyze the collections of attack signatures of the
commercial IDS, Snort IDS and Bleeding Edge
Threats.

The primary focus of the proposed approach is the
analysis of the rule set’s efficiency, in other words, we
are interested to determine whether the rules are doing

the intended task in the most economical way, rather
than to analyze the rules compliance with the intended
security policy.

As such, the proposed approach can be beneficial as
an addition to security policy management tools for pe-
riodic monitoring of the IDS rule sets, as well as a guid-
ance tool for the administrator to help in the attack sig-
nature writing process.

2 Related Work

The analysis of the security policy has been at the
center of research attention over the last two decades re-
sulting in a number of studies ranging from discovery
of errors in the configuration of the router list and net-
work IDS [11, 20] to the modeling of the conflict-free
firewall [13, 5, 21].

The initial definition and classification of the secu-
rity policy conflicts were developed by Hamed and Al-
Shaer [14]. They distinguished four primary types of
access lists conflicts: shadowing, redundancy, correla-
tion and exception. The proposed classification was the
first attempt to establish a theoretical foundation for the
security policy analysis, and thus, was widely used by
other researchers [21]. As opposed to these studies, our
work focuses specifically on the conflicts of the network
and host-based IDS rule sets.

In the field of conflict discovery, majority of the de-
veloped methods focused on the evaluation of the fire-
wall configuration [6, 13, 21, 20, 7]. Some of these stud-
ies [20, 7] consider a general setting of network security
policy, and thus, allow to apply the proposed algorithms
to the network IDS rules. However, these approaches
are not specifically designed for attack signatures, thus
relying on the network topology they are limited to the
discovery of errors in the detection policy. More general
frameworks allowing to manage security policy of the
IPSec device, firewall, router, etc. were introduced by
[12, 11, 9]. The focus of our approach in this work is the
set of techniques for efficient discovery of the rule mis-
configurations that can be employed to enhance the ca-
pabilities of the above-mentioned security-policy tools.

3 Rule Representation

Generally, in the context of intrusion detection a rule
can be defined as a set of conditions to be met for the rule
to be triggered, which are referred to as aconditional
part of the rule, and anaction that defines measures to
be taken in case the conditional part is satisfied. Table 3
presents examples of the IDS rules. Formally, an IDS
rule can be defined as follows:
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Definition 1 (IDS Rule) An intrusion detection rule is a tu-
ple Ri � pCi, Aiq, whereCi is a predicate defined on a set
of conditionsc1, c2, . . . , cn andAi is an action. A condition
c P Ci is defined as apf, vq tuple, wheref P Fi is a field
monitored by IDS (e.g., IP protocol, TCP flag, file access, etc.)
andv represents the numerical or descriptive value (or range
of values) assigned to the corresponding feature.F � �Fi

denotes the set of all fields represented in the rule collection.

Following this definition, if the conditional part ofR
is satisfied, i.e.,RpCq is true, thenRpAq is deployed.

Depending of the organization of the conditional part
of the rule, we distinguishsimple rules, i.e., rules inde-
pendent of the output of other rules, and rules relying on
such output,interdependent rules.

Definition 2 (Interdependent Rule) An IDS rule Ri is
interdependent ifDci P C such thatci is true iff RjpCq is
true.

That is, rule Ri is interdependent if it contains
conditions that can be viewed as boolean function
BooleanpRjq returningtrue if some ruleRj is satisfied
or falseotherwise.

The use of interdependent rules effectively creates
hierarchical relations between rules. Such hierarchical
relations can be represented through rule options (e.g.,
via if sid field in OSSEC IDS [19]) or using direct
reference to the other rules (QRadar [2]). For exam-
ple, in Snort rules such dependency is modeled through
flowbits rule option that allows to track the state of
the application protocol [3]. In this case, the command
“set” followed by the name of the state, sets the start
state of the processed network flow, and the command
“isset” checks if the specified state was previously set
for the considered flow. As an example, consider the
modified Snort rules,

Rule 1: If protocol:tcp dstPort:995
flow:to server,established; content:”|16 03 00|”ùñ flowbits:set,sslv3.client hello.request

Rule 2: If protocol:tcp srcPort:995
flow:to client,established;
flowbits:isset,sslv3.client hello.request;
content:”|16 03 00|” ùñ Alert

In this example, the Rule 2 triggers an alert only if
Rule 1 is satisfied, that is, theflowbits field is set to
“sslv3.clienthello.request”.

Rule Relations. One of the essential steps in the in-
trusion detection rules analysis is to understand the re-
lationships among the rules. Following the classifica-
tion of the rule relationships based on the assumption of

common rule format [6], we redefine the proposed types
of relations for individual fields of the considered rules:

Consider rule fieldsfi and fj such thatRxpfiq �
Rypfjq andRx � Ry, then the field values aredisjoint
if Rpviq X Rpvjq � H. The values arematching if
Rpviq � Rpvjq, the values areinclusive if Rpviq �
Rpvjq, the valuesintersect if Rpviq X Rpvjq � H,
while Rpviq � Rpvjq and Rpviq � Rpvjq and Rpviq �
Rpvjq.
4 Classification of IDS rule misconfigura-

tions

Intrusion detection systems often employ large repos-
itories of rules to ensure accurate detection of the po-
tential attack attempts and their correct labeling accord-
ing to the defined security policy. These repositories
are populated and frequently updated with new rules as
novel threats are identified, this often leads to various
misconfigurations among rules resulting in conflicting
classification of the network or host behavior. Broadly,
the rule misconfigurations can be divided into conflicts
between rules,inter-rule misconfigurationsand conflicts
within a rule,intra-rule misconfigurations.

4.1 Inter-rule misconfigurations

According to the level of rule dependencies, there can
be distinguished: non-hierarchical and hierarchical mis-
configurations.

Non-hierarchical misconfigurationsoccur between
rules without direct hierarchical relationship. As an ex-
ample, consider rulesR1 andR2 in Table 3. The non-
hierarchical misconfigurations can be classified into two
categories:
Inefficiencies: although inefficiency does not directly
create a conflict among rules, it overburdens the system
resulting in slower performance and makes it challeng-
ing for the administrator to manage the collection of IDS
rules. There are several types of inefficient rules:

• Redundant rules: the ruleR is considered redun-
dant if all events that can match this rule also match
a ruleR1 and both rules have the same action. In
this situation, removal of the redundant rule does
not affect classification of the network/host behav-
ior. However, it should be also noted that often
partially redundant rules are created intentionally
to emphasize certain types of intrusive behavior to
the administrator. This message is generally pro-
vided through the rules’ annotations.

• Verbose rules: the rules are verbose if they have
the same action and their conditional part can be ef-
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Simple rules

Rule # Protocol Attack Context SrcPort DstPort Other fields Action
R1 udp RemoteToLocal - 65535 payloadSize¡268 create alert”Suspicious event”
R2 tcp RemoteToLocal - 515 Payload:”|24 7B 49 46 53 7D|” alert“Exploit attempt”
R3 udp RemoteToLocal - 65535 payloadSize¡268 log an attempt
R4 udp RemoteToLocal - 515 Payload:”|24 7B 49 46 53 7D|” alert“Exploit attempt”
R5 tcp - 0 1024-3072 RSTFlag=1 create alert“Port scan”, set magnitude=8
R6 icmp - - - Type:“Redirect” activate ICMPBlock in Firewall
R7 tcp - 0 6 dstIP: 172.234.15.5 create alert”Suspicious event”
R8 - - - 0-1024 dstIP: 172.234.15.5 log an attempt

Interdependent rules

R9 (DstPort=65535 AND NumOfAttempts¡ 5) OR alerttype:”Aggressive attack attempts” create alert“Suspicious event”
R10 alerttype:”Suspicious event” OR ”Port scan” dispatch alert ”Attack attempts”
R11 alerttype:”Exploit attempt” OR ”Attack attempts” create alert ”Aggressive attack attempts”
R12 alerttype:”Aggressive attack attempts” OR magnitude¡7 block srcIPaddress

Table 1. The examples of IDS rules

ficiently combined in one rule without affecting the
classification of any event. In practice, the verbose
rules appear in the large rulesets over time, as a re-
sult of periodic updates by the administrator [21].
While the verbosity is often considered as undesir-
able, it has several benefits. Generally, the exces-
sively long rules are broken down into smaller sets
to allow easy readability and management on one
hand, and encourage reusability, on the other hand.
As an example of verbose rules, consider rulesR4

andR2 in Table 3. Although the values of the pro-
tocol field are disjoint (udpandtcp), these rules can
be effectively combined.

• Irrelevant rules: The ruleR is considered irrel-
evant if the event stream with the properties indi-
cated in the rule cannot reach the IDS device. This
situation can arise if the settings of the IDS devices
are not configured properly.

Inconsistencies:inconsistency between rules is gener-
ally a good indicator of a potential conflict.

• Correlated rules: the ruleR is correlated with the
rule R1 if there is at least one event that matches
both rules. The rules are considered correlated only
if they provide different actions and do not have su-
perset/subset relations, i.e., relationships where the
event stream that can potentially matchR repre-
sents superset/subset of the events that can be pos-
sibly matched byR1. For example, ruleR5 is cor-
related with ruleR8 (see Table 3).

Usually, the correlated IDS rules are considered as
a warning. The potential conflict can arise when
traffic matching both rules triggers two conflicting
response actions, for example,activate the firewall
rule to allow the connectionandsend a fake “host
unreachable” reply. However, the rules might be
intentionally created to overlap to indicate a pos-
sibility of both attacks specified by rules or cover

uncertainty in the traffic classification. The fully
overlapping rules, although also considered as cor-
related rules, create a conflict condition. For exam-
ple, rulesR1 andR3 (see Table 3).

• Exception rules: the ruleR is considered an ex-
ception of a ruleR1 if the rules have subset/superset
relations and different actions. Exceptions are often
used in IDS rulesets to exclude some events from
certain actions allowing better flexibility and less
redundancy in the rule management. At the same
time, excessive use of this approach can lead to the
ambiguous and difficult to manage rulesets. For ex-
ample, ruleR7 is an exception of more general rule
R8 (see Table 3).

Hierarchical misconfigurationsrefer to the conflicts
between rules with hierarchical relationships, i.e., be-
tween simple and interdependent rules or between in-
terdependent rules. Generally, such rule hierarchies are
used in IDS to escalate the severity of the alerts in the
presence of additional conditions or to correlate alerts
into meaningful attack scenarios.

• Redundant dependency: refers to the situation
when several interdependent rules rely on the out-
put of a single rule. This situation is common
among IDS rules as certain attack steps are prereq-
uisites for more advanced intrusions, e.g.,multiple
login attemptsandport scanning. Thus, referring
to the common rule allows to reduce rule redun-
dancy and not necessarily causes the conflict situ-
ation. However, such dependency may create inef-
ficiency if several interdependent rules depending
on each other’s output refer to the one child. As an
example of this inefficiency, consider dependency
among a simple ruleR5 and two interdependent
rulesR10 andR12 depicted below (dependency is
indicated by arrows).
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R5 

R10 

R12 

• Circular dependency: occurs among rules that
contain reference to each other in their conditional
parts. As such a parent rule depends on the output
of child rule which in turn requires the output of
parent rule. This misconfiguration is a critical er-
ror. Alternatively, the rule may be a part of circular
dependency if it refers not to a direct parent, but
to a predecessor rule. For example, rulesR9 cre-
ates a chain of circular dependency with rulesR10

andR11 (see Table 3) shown below (dependency is
indicated by arrows).

R9 

R10 R11 

4.2 Intra-rule misconfigurations

Inefficiencies:

• Redundant condition: refers to the repetitive con-
dition within a rule. The condition is considered re-
dundant if the rule contains fields with matching or
inclusive values. While the redundancy is not con-
sidered as a critical error, it contributes to the rule
matching time, and consequently, affects the IDS
performance. For example, consider the following
rules:

Rule 1: If alertType: ACL Deny AND dstPort=
1808-1810 log srcIP address
Rule 2: If Category is Access.ACL Deny AND
destination is Database server AND dstPort is
1520-2430 create alert ‘‘ACL Deny’’

Since the destination port is defined in simple rule
R2, redefinition of this condition in ruleR1 is re-
dundant.

• Verbose condition: refers to the conditions that
can be efficiently combined in one. As such the
conditions are verbose if the rule contains fields
with disjoint or intersecting values.

• Complicated condition: represents the condition
that contributes to complicated and long structure
of the rule. The excessive conditions overburden
the rule, making it difficult for the administrator

to update it and consequently, leading to poten-
tial conflicts. While it is challenging to determine
the optimal number of conditions within a rule, if
the administrator finds it difficult to follow the rule
structure, it is important to modify the rule. For ex-
ample, Snort rule 9799 from ’web-client.rules’ set
contains 8 conditions, two of which ’content’ and
’pcre’ are excessively long: ’content’ field has 180
characters, while ’pcre’ contains regular expression
of length equal to 391.

• Needless condition:is the condition that only be-
comes true if the other conditions of the rule are
satisfied. Due to this reason, this condition is un-
necessary and can be removed without any change
in the event stream classification.

Inconsistencies:

• Contradicting condition: is the condition that
contradicts the other rule conditions. For example,
in the following case destination port is the con-
flicting condition.

Rule 1: If alertType: ACL Deny AND dstPort=
1808-1810 log srcIP address
Rule 2: If Category is Access.ACL Deny AND
destination is Database server AND NOT dstPort
is 1808-1810 create alert ‘‘ACL Deny’’

The primary source of this type of inconsistency is
the extensive use of the negation operator. While
this operator is considered as a convenient tool for
excluding certain parts of event stream from the
classification, it often complicates the ruleset con-
tributing to potential conflicts.

• Irrelevant condition: is the condition that is ir-
relevant for event stream classification by this rule,
e.g., due to inability of IDS device to process the
condition, mistake in the condition statement.

5 Analysis Algorithms for IDS Rule Mis-
configuration Detection

The analysis algorithms aim to discover misconfigu-
rations based on the rule relations. One of the intuitive
ways to represent these relations is to model IDS rule set
as a graph data structure.

Since the IDS devices may contain multiple sets of
attack signatures, we translate all collections into a uni-
form graph, which we refer to asIDS rule graph, G.
This data structure is a directed graph, where each node
denotes a specific rule of the set and the edges repre-
sent the relations of this rule with the other nodes. As
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Algorithm 1 : ruleSet RuleGraphTraversal(G,Node x)
ruleSet newRule, myRule;1
visited(x);2
foreachy P G that has edgepx, yq do3

setCondition(x);4
if y is not visitedthen5

Path� � y;6
newRule=RuleGraphTraversal(G, y));7
if condition(x)R{AND, OR, NOT} then8

InterRuleAudit(myRule,newRule);9
combine(myRule,newRule);10

else11
combine(myRule,newRule);12
IntraRuleAudit (myRule);13

Path� � y;14
else /* y is visited */15

if y P Path then16
conflict(“Circular dependency”);17

else18
conflict(“Redundant dependency”);19
if condition(x)R{AND, OR, NOT} then20

InterRuleAudit(myRule,newRule);21
else22

IntraRuleAudit (myRule);23

if x is a leaf nodethen24
set(myRule, rule(x));25
IntraRuleAudit (myRule);26

return myRule;27

Figure 1. Rule graph traversal.

such a simple rule is represented by a single node and
an interdependent rule as a hierarchical component with
outgoing edges of a parent node pointing to the nodes
representing rules defined in its conditional part. The
rules that refer to the same child rule in their condition
statement have edges pointing to that child rule. This
representation may eventually create loops in the graph
representing circular or redundant dependencies among
the rules. To create a unified graph, simple rules and
components representing hierarchy of simple rules and
interdependent rules are connected by an abstract root.
Based on the constructed IDS rule graph, we analyze re-
lations between adjacent nodes, traversing the graph fol-
lowing DFS approach. Sequentially visiting every node
in the rule graph, we combine the rules of the children
nodes at the parent levels, invoking a rule audit routine
every time a new rule is added to a parent set.

The Algorithms 1, 2 and 3 present the pseudocode for
rule graph traversal and analysis. Although the classifi-
cation presented in Section 4 defines a broader range of
misconfiguration types, detection of some conflicts, e.g.,
irrelevant rules/conditions, requires additional knowl-
edge of network configuration, system security policy,
level of administrator skills, etc. and thus, is not a part
of rule audit algorithms at this time.

The procedureRuleGraphTraversal() starting
at the root, recursively visits the nodes along one

Algorithm 2 : InterRuleAudit(RuleSet, rulesToAdd)
forall (Rx P RuleSet andR P rulesToAdd) do1

if inclusiveRelationspRx , Rq then2
if Ei, j : Rxpfiq �3
Rpfjq&pRxpviq&Rpvjq � disjointq then

if Di, j : Rxpfiq �4
Rpfjq&pRxpviq&Rpvjq � intersectq then

if RxpAq � RpAq then5
conflict(“Redundancy”);6

else7
conflict(“Correlation”);8

else ifDi, j : Rxpfiq � Rpfjq and9
Rxpviq&Rpvjq � inclusive}matching then

if RxpAq � RpAq then10
conflict(“Redundancy”);11

else12
conflict(“Exception”);13

else ifmatchingRelationspRx , Rq then14
if Di, j : Rxpfiq �15
Rpfjq&pRxpviq&Rpvjq � disjointq then

if Rpviq&Rpvjq continuous &&16
RxpAq � RpAq then

conflict(“Verbosity”);17

else ifDi, j : Rxpfiq �18
Rpfjq&pRxpviq&Rpvjq � intersectq then

if RxpAq � RpAq then conflict(“Redundancy”);19
if Rpviq&Rpvjq continuous then20
conflict(“Verbosity”);
elseconflict(“Correlation”);21

else ifDi, j : Rxpfiq � Rpfjq and22
Rxpviq&Rpvjq � inclusive}matching then

if RxpAq � RpAq then conflict(“Redundancy”);23
elseconflict(“Exception”);24

Figure 2. InterRule relation analysis.

branch of the graph until it reaches the leaf node.
Once the leaf node is reached, the procedure calls
IntraRuleAudit()algorithm for the analysis of rule’s
conditions. After that, the procedure backtracks col-
lecting the rule sets of the children nodes at the par-
ent level and invoking the rule audit algorithms. De-
pending on the logical condition defined at the par-
ent node, the children nodes are processed according
to InterRuleAudit() or IntraRuleAudit() pro-
cedures. During the rule graph traversal, the func-
tion memorizes the current path and processes only not
previously visited nodes. If the node has been ex-
plored already, which essentially points at the presence
of loops in the graph, the current path is a primary
indicator of the type of the hierarchical misconfigura-
tion in the rule set. BothIntraRuleAudit() and
InterRuleAudit() algorithms are based on the anal-
ysis of the relations between rules, i.e., the existence
of matching fields in the rules and the relationships be-
tween these fields’ values. The rule/fields relationships
are defined according to the classification given by [6].
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Algorithm 3 : void intraRuleAudit (RuleR)
forall fi&fj P R such thatfi � fj do1

if cpfiq&cpfjq are negated} cpfiq&cpfjq are not negated2
then

if Rpviq&Rpvjq disjoint} intersectedthen3
conflict(“Verbose condition”);4

else5
conflict(“Redundant condition”);6

else if !(Rpviq&Rpvjq disjoint) then7
conflict(“Contradicting condition”);8

Figure 3. IntraRule relation analysis.

6 Experimental results

To evaluate a practical value of our approach, we
have implemented the algorithms described in Section 5
and analyzed the effectiveness of the conflict detection
process based on the graph approach using the rule col-
lections of the open-source Snort IDS [3], Bleeding
Edge Threats[1] and set of rules provided by the vendor
of the commercial IDS1.

Conflict detection Table 2 presents the details of the
discovered misconfigurations2. The results show that
neither the commercial support of IDS nor the support
of the security community allow to guarantee the ab-
sence of misconfigurations among IDS rules. Although
majority of the discovered misconfigurations are ineffi-
ciencies that can be considered as warnings, rather than
critical errors, they negatively affect IDS performance
contributing to the complexity of the rule set and even-
tually leading to potential problems.

The commercial IDS set together with the ineffi-
ciencies, contains inconsistencies, which generally have
more serious consequences. As such, we have discov-
ered 1 case of correlated rules. This type of conflict
presents a potential problem allowing event stream to
match two rules triggering different response actions.
We have also identified 6 cases of exception rules. Gen-
erally, the exception rules are common among system
administrators. However, since the ordering of the rules
in IDS is usually not enforced, additional measures
are often introduced to distinguish general and specific
rules. To ensure the accuracy of the events classification,
it is important to notify the administrator about these ex-
ception cases.

In addition to the experiments with commercial IDS
rules, we have also analyzed rule sets employed by Snort

1Due to the proprietary nature of this IDS, the rule sets were pro-
vided under non-disclosure agreement.

2The details of the discovered conflicts can be found in
http://iscx.ca/results/.

Rule set # of Misconfigurations
rules total details

Commercial IDS product
45 17 Exception: 6

Correlation:1
Redundancy:1
Redundant condition:9

Snort IDS
attack-response 16 1 Verbosity:1
specific-threats 24 0
ddos 30 2 Verbosity:2
chat 34 7 Redundancy: 7

(inclusive-2
intersect-5)

pop3 35 0
voip 47 1 Verbosity:1
policy 66 7 Redundancy: 1

(inclusive-1)
Verbosity: 6

ftp 75 3 Redundancy: 3
(inclusive-3)

sql 89 23 Redundancy: 1
(inclusive-1)
Verbosity: 21

smtp 90 14 Redundancy: 6
(intersect-6)
Verbosity:11

icmp-info 93 6 Redundancy: 6
(inclusive-6)

web-cgi 357 83 Redundancy: 82
(inclusive-78
intersect-2
matching-2)
Verbosity:1

web-misc 367 41 Redundancy: 34
(inclusive-28
intersect-6)
Verbosity:7

web-client 712 8 Redundancy: 5
(inclusive-3
matching-2)
Verbosity: 3

Total Snort conflicts: 216 Redundancy:154
(inclusive-122
intersect-27
matching-5)
Verbosity:62

Bleeding Edge threats
bleeding-attackresponse 38 3 Redundancy:3

(intersect-3)
bleeding-exploit 257 13 Redundancy:1

(inclusive-1)
Verbosity:12

bleeding-web 125 5 Redundancy:5
(intersect-4
inclusive-1)

Total Bleeding Edge conflicts: 21 Redundancy:9
(inclusive-2
intersect-7)
Verbosity:12

Table 2. Misconfigurations detected in IDS
rule sets

IDS and Bleeding Edge threats. Since Snort and Bleed-
ing Edge Threats rules are configured by default with
the same actionalert, the misconfigurations discovered
in these sets were classified as verbosity and redundancy.

As the results show the redundancy constitutes the
majority of the identified conflicts (154 out of 216).
Among these are 5 cases of matching rules, i.e., rules
with the same fields and values, but labeled with differ-
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ent id numbers and alert messages. The rest of redun-
dancy includes inclusive and intersect cases, i.e., rules
with subset/superset and intersecting relations, respec-
tively. Some of the found conflicts are given in Table 3.
In practice this generally means that several rules can
fully or partially match the network packet. To resolve
this situation, Snort [16] forces the rule engine to select
the best match. However, since each rule processing in-
volves expensive computation, reducing the amount of
rule redundancy is one of the ways to potentially opti-
mize rule engine performance.

Compared to the redundancy cases, the number of the
discovered verbosity conflicts is relatively small (62 vs.
154). Most verbosity cases in the Snort rules have com-
mon pattern, where the content of the rules differs by
a value of one of the fields, e.g., the destination/source
port number or protocol. Since the processing of each
rule requires a separate handling, combining these rules
using comma-separated list of values would be more ef-
ficient.
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Figure 4. Processing time evaluation

Performance We have also conducted a set of experi-
ments to measure the performance of the conflict detec-
tion algorithms on the artificial rule sets with full (all
rules are interdependent), partial (50% of interdepen-
dent rules) and no dependency (no interdependent rules)
among rules. The experiments were run on Intel(R) Pen-
tium(R) 4 with CPU of 2.40GHz and 1.5GB of RAM.
The results of these experiments given in Figure 4 show
that the analysis of rule set with full dependency might
be costly (3.7 sec for 400 rules). However, since the full
dependency rule sets rarely exist in IDS, such cases can
be processed off-line. The other two plots showing par-
tial and no dependency have reasonable process time re-
quirements that we consider suitable for off-line as well
as online analysis.

7 Conclusion and Future work

The prevalent use of signature-based approach in
modern IDS emphasizes the importance of efficient and
conflict-free management of the employed rule set. This
paper describes the problem and presents an effective
approach to conflict discovery in the rule sets. Specifi-
cally, we presented a classification of intrusion detection
rule misconfigurations and propose a set of algorithms
to detect these conflicts through the analysis of the rule
relations. We experimentally validated our approach on
the example of the rule sets provided by the vendor of
the commercial IDS, a Snort IDS and Bleeding Edge
Threats and present the discovered misconfigurations.

While the current approach primarily focuses on the
syntactical analysis of IDS rules, in our future work, we
plan to explore the rules’ semantic part to discover con-
flicts hidden behind the use of different syntaxes.
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