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Abstract—In recent years, cost-sensitive intrusion re-
sponse has gained significant interest, mainly due to its em-
phasis on the balance between potential damage incurred
by the intrusion and cost of the response. However, one of
the challenges in applying this approach is defining a con-
sistent and adaptable measurement of these cost factors on
the basis of system requirements and policy. In this paper,
we present a host-based framework for the cost-sensitive
assessment and selection of intrusion response. Specifigal
we introduce a set of measurements that characterize
the potential costs associated with the intrusion handling
process, and propose an intrusion response evaluation
method with respect to the risk of potential intrusion
damage, the effectiveness of the response action and the
response cost for a system. We provide an implementation
of the proposed solution as an IDS-independent plugin
tool and demonstrate its advantages on the several attack
examples.

Keywords-D.4.6. Security and Privacy Protection; D.4.8.
Performance; H.1.2. User/Machine Systems; K.6.5. Secu-
rity and Protection;

I. INTRODUCTION

The proliferation of complex and fast-spreading in-

Typically, intrusion response selection is based on an
intuitive manual assessment of various factors such as
likelihood and severity of intrusion, extent of intrusion
damage, effectiveness of response actions, or expected
duration of the response.

However, these factors are rarely applied to the au-
tomated evaluation of intrusion response in published
literature, mainly due to the lack of common interpreta-
tion of these factors and the absence of concrete metrics
with clear conceptual meaning for measuring them. For
instance, most of the existing models supporting auto-
matic response selection introduce response cost as one
of the factors in the selection of the suitable response
strategy. However, they do not agree on what constitutes
the response cost and how it can be measured. Some
suggest that response cost includes the labor cost of per-
sonnel involved in response deployment and criticality
of the attack [3], while others see response cost as a
measure of its effectiveness against a detected attack
and its disruptiveness to legitimate users [5].

Solution Methodologyin this paper we present a

trusions against computer systems has increased tH®st-based framework for the cost-sensitive assessment
demands on intrusion detection and response, requiringf intrusion response. We introduce a set of measure-
not only advances in detection mechanisms but also thgents to characterize potential costs associated with the
development of sophisticated and automated respondstrusion handling process and propose a method for

systems.

evaluating intrusion response with respect to potential

The majority of automated intrusion response systemgntrusion damage, response effectiveness and response
rely on mapping attacks to pre-defined responses [1]¢ost for a system.
[2]. This approach allows a system administrator to The main contributions of this work can be summa-
deal with intrusions faster and more efficiently, howeverrized as follows:

it lacks flexibility as few of these systems incorporate
intrusion cost factors.

1) System aware adaptable modelthe proposed
model is adaptable to different environment set-

In recent years a trend toward cost-sensitive modeling tings, i.e. systems with varying operational re-

of response selection has emerged [3], [4], [5], [6].

quirements.

The aim of this strategy is to balance intrusion damage 2) Consistent approach to response selectioithe
and response cost to ensure adequate response without proposed evaluation metrics are defined in terms

sacrificing the normal functionality of the system under

of system resources, bringing a common ground

attack. However, defining an accurate measurement of to the selection process.
these cost factors and ensuring consistent evaluation 3) Generalized approach to response selection
across varied computing environments are common while some existing approaches offer intrusion

challenges in using a cost-sensitive approach.

specific methods of response selection [7], we



establish a general assessment mechanism which The emerging theme in these works effectively es-

supports the analysis of response measures famablishes employing system resources in the evaluation

attacks in the context of the security policies of of intrusion response, and we build our approach to

the given system. response selection based on this promising trend. In this
4) Intrusion handling cost measures this work  context, our model can be viewed as a generalization of

provides a more complete cost assessment ofhe existing approaches.

the attack handling process, considering not only i

direct damage caused by the intrusion but also - ) ) ) ] )
indirect costs that often remain hidden. Traditionally, triggering an intrusion response is left

5) Implementable in practice: we provide a de- S part of the administrator’s responsibility. Choosing

tailed assessment process which allows systenf® résponse measures and their parameters, an admin-
administrators of a broad range of skill levels to istrator essentially weighs the benefits and risks of each

employ the approach. response compared to the potential intrusion damage.
o . . Thus, the problem of intrusion response selection can be
Organization: The reminder of the paper is orga-

. . . . formulated as the problem of minimizing the potential
nized as follows. A brief overview of related work is d . db k and a deploved
iven in Section Il. Section Il provides an overview of system damage incurred by an attac and a deploye
g o . response. Formally, given a set of possible intrusibns

the proposed intrusion selection framework and presen

tg . .

X . i . . nd a system damage functighD(: € I), the goal
the details of the |nt_ru3|on damage_and Intrusion "5f the intrusion response selection is to identify the
sponse cost calculations. The experimental results are

} . . . Set of response® that allow to minimize the impact
given in Section V. Section VI concludes the paper. . : ) . :
of intrusions while ensuring the least possible damage

from responses’ deployment. That is:

ZSD(i)}

icl

. I NTRUSION RESPONSESELECTION

Il. RELATED WORK

response automation were proposed and deployed over
the last five years. A comprehensive review of this work
is given by [8], [9].

Several works specifically focused on the costs and To resolve this problem we propose a framework
benefits of intrusion response. The approach proposef®r intrusion response selection based on cost-benefit
by Lee et al. [3] is based on a combination of severalanalysis.
factors: the cost of detecting the intrusion, the amqungb\_ Evaluation metrics
of damage caused by the attack and the operational
cost of reaction to the intrusion. Wu et al. [5] rely
on attack graphs to identify the actions required to

A number of techniques aimed at enhancing intrusion {
minimize

Evaluation of the response actions effectiveness in
the context of a specific intrusion requires analysis

achieve possible attack goals in a distributed system. Agf several factors such as likelihood and severity of

opposed to these approaches, models proposed by To trust!on, exte?d .ct)f btlhe potential |?tru5|on damage, ¢
and Kruegel [10], Balepin et al. [4] and Jahnke [11] effectiveness of suitable response actions, response cos

not only consider costs and benefits of the responseéf)r the system, etc. These factors can be broadly divided

but also introduce a link between the cost of responseg1to twgfgr(iupsgactor%_assomated with |rt1tru5|on dam-
and the system resources in the network. ageandlactors describing response cos

. Intrusion Cost Factors:The intrusion damagé®
One common problem of these models is the lack of . . i
. ; T caused to a system at any particular time incorporates
consistency. While there is significant conceptual over-

lap, each model approaches response cost evaluaticg)nOtentlal damage from four categories: deploying a
and selection from a different perspective. Wu et al. [5]

response due to false alarmi®g,;scaiarm, deploying
measures the response effectiveness against a detectey 'SPONsE when an intrusion occurs (false negative
attack based on past experience. Lee et al. [3] relates

alarms) DpaiseNegative, deploying a sub-optimal re-
the response cost to required labor efforts. The works p(énfge l(ljue to Ia' mlfs -labeled ala%““beled"”“”m
by [10], [4] and [11] consider response cost in terms ofand finally, resu ting from a true attadk; e

system resources, but offer varying evaluation methods.

[4] measures the response cost as the sum of manually p — { Dirues DRatsetarm }

assigned costs of affected resources. [10] calculates re- DratseNegative; DMistabeled Alarm

sponse cost as a function of system capability reduction, The response selection strategy, although aimed at
while [11] extends the idea in [10] by adding a fine- minimizing the overall cost, only partially addresses this
grained quantification of system resource unavailability.damage set.



False Alarm Damageesults from responding to false
alarms. The only damage incurred to the system is cost War, = Fe(srs) x w(C) + Fy(sr;) x w(l) + Fa(sr;) x w(A)

associated with the deployed response actiaenoted @)
as RC. « Intrusion impact on system resourcekhe intru-
sion impact on system resources is defined in terms
DralseAlarm = Z RC(r,4) 6] of the loss in confidentiality, availability and in-
i€ FalseAlarms tegrity. The set of considered intrusions is denoted
False Negative Damagés caused by undetected I = (i1,...), wherei; is associated with the

(hence un-responded to) attacks. The damage consists of ~corresponding intrusion signature. The intrusion
that caused by an attack. As no response is deployed, the ~ System impactSI(i;) is computed by assessing

response selection strategy cannot address this damage the Possible effect of), on each system resource
type. sr; and characterizes a potential degradation of the

system state under intrusiop. The effect ofi;, on
DFalseNegative = Z Dirue(d) @) system resourcer; is denoted byE (i, sr;) and

is assessed in three dimensions: confidentialjty
availability  and integrityi. As such:

i€ FalseNegative

Mis-labeled Alarm Damagés a result of deploying
a response to an mcorrectly detected intrusioe- Eig, sr5) = ix(C) + ix (1) + i (A) ©)
pending on the damage estimate for the true intrusion o o .
i, this may include residual attack damage which can 10 address the uncertainty in estimating the intru-
be addressed through follow-up response measures, or Sion impact in advance, the effect on each category

the negative effect of the deployed response if this cost IS & binary value indicating a possibility of resource
exceeds the true intrusion damage. damage. For instance, in a denial of service (DoS)

attack, the confidentiality of stored data will not
be affected, so file resource confidentiality impacts

Disistavetedatarm = Y, (Derue(i) = Derue(®) (3) will be 0, but availability impact will be 1. Thus
1€ Mislabeled E(DoS, file_resource) =0+ 0+ 1.
True Alarm Damagés caused by a truly occurring
attack detected by the IDS. Estimating the actual attack SIx) = Y Blik,srj) x War, ©6)
damage is usually a part of the risk assessment pro- sTjESR

cess [12]. While apriori measurement of actual damage « Operational costis the baseline cost present for
for an attack is not always possible, approximate values  an intrusion, regardless of system damage caused.
can be estimated. Although these values are useful to  Costs in this category include mandatory reporting
show the benefit of security product investments, they requirements, forensic analysis, etc. In the risk-
present vague guidance for system administrators during  assessment field these costs are usually expressed
the selection of a response for an occurring intrusion. as monetary values, however, in other areas a more
For a deployable framework, we need to consider effective solution appears to be the application of
practical measurements that can be easily provided by relative measurements [3]. In our context, we also
system administrators. Thus, we define system damage choose the latter approach and assign a relative

caused by an attack using three componfents measure to the operational cost of an intrusign
« System resources affected by intrusidBystem denoted byOC(ix), with the value in the range
resources, denoted b§R = (sri,...) can be [0, 1].

broadly viewed as services provided by the system The potential system damage caused by a true intru-
(e.g., FTP, HTTP, etc.) which contribute to its sioniy is given as follows:

value. The value or weight of eacir;, denoted

W (sr;) is assigned according to its impact on the Dirue(ix) = S1(ir) + OC (ix) )
security policy of the system, and computed as @ Response Cost FactorsA challenge in assessing
combination of the resource importance for systemyesponse cost is accurately defining numeric values. As-
confidentiality F(sr;), availability Fa(sr;) and  signing monetary values, although providing a concrete
integrity Fi(sr;) and the weight of these factors metric, is not always possible. A more effective solution
on the security policy of system. is the use of relative measurements based on system-

1 . . . specific policies.
In practice, the evaluation of potential attacks can beqgperéd W lov th thodol f t
through the analysis of the enabled signatures in the eragloy € employ the methoaology 10r response Cost assess-

intrusion detection system. ment originally presented in [13]. Response cdaf],



is essentially the price of deploying a respomse R The third factor, the potential ability of response
on a given system. The cost estimate is composed db counter an attack, denoted asSF,;, relates to
three quantities: the expected response performance and indicates how
« the operational cosOC) of a response in a given successful the response was in countering this intrusion
environment. This measures various aspects of théh the past. LetPrg,...ss(r,7) be the percentage of
response associated with its daily maintenance. successful response deployments-aigainst intrusion
« the response goodne$®G) with respect to in- 7 andSi.,.; be thesuccess leveindicating the degree
trusion(s) the response is able to mitigate. Theof success in handling ThenSF, ; can be computed
response goodness represents the ability of a reas follows:
sponse to mitigate damage caused by the intrusion
to the system resources. SFri = Prsuccess(r,1) X Sievel 9)
« the response impact on the systéR5T7). Finally,
the impact of a response on the system quantifies A common approach to response success quantifica-
the damage caused to system resources and ifon utilizes the distinction of two response outcomes:
estimated independently from the effectiveness inresponse succest the deployed response achieves the
countering the intrusion(s). expected result (e.g., blocked intrusion, collected the
Intuitively, the combination of)C and RSI consti- data), andresponse failureotherwise. A limitation of
tutes the penalty associated with the response, whilghis approach is the inability of the response system
RG is the benefit of this response measure in termgo distinguish intrusion steps disabled as a result of
of suspected intrusions. Thus, the general measure dhe response, which may later result in an additional
response coskC' in the context of the suspected attacksresponse needlessly deployed to counter neutralized
I is given as follows: intrusion behavior.
RC(r,I) = OC + RSI — RG @) Another limitation lies with the response, as it is often
o represented by a set of multi-targeted actions. Labeling
The RC measure does not serve as indication of theg oy, 5 strategy as failed essentially indicates that none

response cost in a parucula_lr S|tuat.|on,_ but reflects th%f the response actions succeeded, which underestimates
general level of risk associated with its deployment.the value of the deployed response
Thus while invoking the response solely based on the While for the purpose of this work we adopt a
RC measure ensures the minimum expected damage . PuTh Pt
caused by a response, it will not necessarily yield the o o VIEW of the response outcome, considering

. y P ' ; yy more sophisticated strategies to resolve partial response
optimal result for the system, e.g. in the case of & falsesuccess is a promising research direction. As such we
positive, or insignificant intrusion damage. ) b gre ) ;

' considersuccess leveds binary variable which takes a

IV. INTRUSION RESPONSE EFFECTIVENESS value of 0 in case of the response failure and a value

Intuitively, the expected effectiveness of a responséf 1 if the response succeeds.
measure is the difference between the potential intrusion Based on these factors, the expected value of response
damage the response might prevent and the responsdor a given intrusion sef, can be estimated as follows
cost.

However, in practice this evaluation is bound to the rv(r, 1,) = ZRC(’"’ i) — (D(i) x SFy.; x p; x E(IDS))
specific attack context and thus also depends on several el
factors: (1) the likelihood of the intrusion, (2) the (10)
probability that we are considering the correct intrusion Where p; is the likelihood of intrusioni and D(:)
in the case of multiple possible attacks, and (3) thecorresponds to one of the intrusion types: true positive,
potential ability of the response to counter a suspecte(ﬁﬂse positive or mis-labeled intrusion. Since accurately
attack. identifying the specific intrusion type is often not pos-

The first two factors depend on theffectiveness of sible in advance, we rely od(/DS) to adjust the
the intrusion detection system{1DS), in other words, ~calculations dynamically during the response evaluation
its ability to correctly identify the attack in a timely Process.
fashion. An evaluation of IDS effectiveness is based ona As the primary aim of response cost analysis is to
variety of factors, the most basic being false alarm rateminimize the potential system damag® incurred by
detection rate, IDS capability, expected cost, etc. [14]an attack given a suspected set of IDS intrusidns
[15]. These factors relate to IDS alert confidence andhe goal of the response engine is to select a response
allow one to probabilistically estimate the potential » which minimizes the impact of, while ensuring the
extent of intrusion damage. least possible damage from response deployment. More



formally:

SD(I) = RI}}ignR {RV(r,I)}

V. INTRUSION RESPONSE SELECTION ASSESSMENT

Results. We evaluated our model using the 1998
DARPA/Lincoln Lab offline evaluation data, in particu-
lar week 6, and an open-source, signature-based Snort
IDS.

In these experiments we focused on the accuracy of
the cost-sensitive selection on systems with different
security policies. The characteristics of these systems

To evaluate the effectiveness of the proposed framegre given in Table I. We define theumulative re-

work, we implemented it as a plugin tool for an in-
trusion detection system (IDS) and performed a serie
of experiments focusing on two issues: the cost-benef
advantage of the approach and its scalability.
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Figure 1. Evaluation of the response on a system with high
availability requirements (public web server).
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Figure 2. Evaluation of the response on a system with high
confidentiality requirements (medical data input system).
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Figure 3. Evaluation of the response on a system with higigiity
requirements (central file repository).

sponse costmetric as our primary criteria, showing
$he cumulative value of all responses deployed on the
'&ystem. The results of the experiments in comparison
to a traditional system equipped with a static intrusion
response mechanism are given in Figures 1, 2, 3.

The proposed cost-sensitive approach clearly outper-
forms the static response. Although initially the differ-
ence between the cumulative response value of our cost-
sensitive approach and the system with static response
is small, as the number of the deployed responses
increases, this difference becomes significant.

0.25

Intrusions

0.2

0.15

0.1

Average computation time (s)

Responses

- - * " "Resources

500 1000 2000 4000 6000 8000 10000
Number of elements varied in experiments

Figure 4. Processing time evaluation

Performance. We conducted a set of experiments to
measure the performance of our algorithm on artifi-
cial data sets. The experiments were run on Intel(R)
Core(TM)2 Duo CPU U7700 with CPU of 1.33GHz and
1 GB of RAM and were performed on three variables:
number of system resources, number of responses avail-
able in the system and number of suspected intrusions.
During the experimentation with each variable, the other
two variables remained fixed at vald€0. The results,
given in Figure 4, show that even with a significantly
large number of resources to consider, the computation
time is only0.015s. As Figure 4 shows that the highest
impact on performance is the number of suspected in-
trusions simultaneously considered during the response
selection process, but even so, it todR21s to assess
the available responses f®0000 suspected intrusions.
However, such large set of intrusions is rarely, if ever,
found in practice. Normally there are only a few possi-
ble intrusions to consider at a time.

These results show that our approach has reason-
able performance requirements, suitable for the efficient
analysis of response selection in an automatic setting,



System legendpublic web server providing remote access for affiliates poblic information
System security priorities: low confidentiality.1, moderate integrity).5, high availability 0.9.

System legendcentral file repository for distributed collaboration
System security priorities: moderate confidentiality, high integrity 0.9, low availability 0.1.

System legendMedical data input system for a hospital
System security priorities: high confidentiali69, high integrity 0.9, low availability 0.1.

System Resources

Web server (providing web access to files for users)
FTP server (providing FTP access to get and post fil
RPC server (providing remote procedures used by s
of the web services and possibly clients)

SNMP server (used for system monitoring and
management by the administrator)

esBlock Attacker’s IP Address in Firewall

System responses
Block Attacker’s address in .htaccess

niestart Service (Web, FTP, RPC, or SNMP
Reboot System
Stop Service
Disable User Logins
Disable specific user account

~

Table |
THE CHARACTERISTICS OF THE HYPOTHETICAL

SYSTEMS USED IN THEXPERIMENTS.

as well as in support of manual response assessmenf7] S.-H. Wang, C. H. Tseng, K. N. Levitt, and M. Bishop,
during an administrator’s daily routine.

In this paper we presented a host-based framework for

VI. CONCLUSION AND FUTURE WORK

the cost-sensitive assessment and selection of intrusion
response. We incorporate a set of evaluation metrics for
the practical assessment of costs and benefits associ-

ated with intrusion response, and introduce a balanced®!

strategy for response selection according to the security
policy of the given system.
In the future, we intend to investigate the extension

of cost-sensitive response selection to a distributed10]

environment, and explore further automation to support
the quantifying related values.
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