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ABSTRACT

rules are self-explanatory and good enough to substitute the trained Deep Learning model to classify unseen samples.

Cutting edge deep learning technigues have been widely applied to the areas like image processing and speech recognition so far. Likewise, recently several deep learning models have
been employed in the area of Cybersecurity. In this paper, we study the application of Deep Learning in Cybersecurity and several deep learning models that have been applied to the
areas of intrusion detection and malware detection/classification in literature. In order to overcome common shortcoming in related work, I.e., lack of inner explanation, we propose a
Deep Learning Expert System based on MACIE, a medical diagnostic system developed in mid-1980s, that enables us to extract refined rules from a trained Feed-Forward Neural
Network. We evaluate our approach on Phishing Websites Dataset which is publicly available on UCI Machine Learning Repository. The experimental results show that the extracted
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* Phishing Websites Dataset, publicly available on UCI Repository
% 11,055 total samples (6,157 Legitimate and 4,898 Phishing)
*» 30 features of 3 integer values (-1,0,1)

/ PROPOSED FRAMEWORK

Results
Training Rule Generation < 5-fold cross-validation Method | AcC | FPR | F,
* 4-layer Deep Neural Network (30,15,5,2) DeepMACIE | 0.92 |0.001 | 0.92
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» Adam Optimization Algorithm
» Optimized learning rate and momentum
a =1, 3,=0.9, £,=0.999
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Deep Neural Network

DeepNN |0.97 ]0.006 |0.98
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Comparing DeepMACIE with Deep Neural Network, DeepNN, and J48,

. .  Devise an algorithm to further refine the extracted rules that satisfy two main
DeepMACIE achieves the lowest false positive rate and an acceptable J fy

criteria:
accuracy of 92% . Validity
* The extracted rules are self-explanatory and accurately describe the . Maximal generality
relation between the output decision and the input features future - Propose an automated rule debugging system using counter-examples

The DeepMACIE algorithm is capable of extracting well-defined rules

_ _ M= * Improve the training cycle of a Neural Network by changing its topology
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