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Abstract

Owning the largest share of Smartphone platform tendency, Android OS has changed to an undeniable target for many malware authors. According to real world scenario, most of
Android malware applications don’t benefit from having labels and applying supervised learning wouldn’t be the right solution to pick. That's because of the major drawback of
supervised learning, I. e., requiring lots of labeled data that is so expensive to collect. Addressing this issue, Iin this work, we employ a semi-supervised deep learning architecture,
called, ladder networks that minimizes the sum of supervised and unsupervised cost functions by backpropagation at the same time. We craft two different types of feature vectors,
namely, API Call frequency and API Call sequences to feed into ladder networks. The experimental results show a reasonable gap of 7-8% in total accuracy for 100 used labels and all
used labels. At last, we fine-tune the learning parameters of ladder networks to improve its generalization ability and present corresponding graphs and diagrams
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