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ABSTRACT
With exponential growth in the size of computer networks and developed applications, the significant increasing of the potential damage that can be caused by launching attacks is

becoming obvious. Meanwhile, Intrusion Detection Systems (IDSs) and Intrusion Prevention Systems (IPSs) are one of the most important defense tools against the sophisticated and

ever-growing network attacks. Due to the lack of adequate dataset, anomaly-based approaches in intrusion detection systems are suffering from accurate deployment, analysis and

evaluation. This paper produces a reliable dataset that contains benign and seven common attack network flows, which meets real world criteria and is publicly available.

Consequently, the paper evaluates the performance of a comprehensive set of network traffic features and machine learning algorithms to indicate the best set of features for

detecting the certain attack categories.
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•In this paper, we have monitored the state-of-the-art in the IDS dataset 
generation and evaluation by analyzing the eleven publicly available datasets. 
Then we generate a new IDS dataset includes seven common updated family 
of attacks that meet real worlds criteria and is publicly available 
(http://www.unb.ca/cic/datasets/IDS2017.html). 


