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Cybersecurity investigators use memory forensics to detect evidence of attacks. Selected methodologies and techniques for memory analysis are

important; however, the accuracy of performed analysis is dependent on the dumped memory and whether the image of the physical memory is

consistent, atomic, and reliable. The increment of the volume of physical memories, the elapsed time for memory acquisition, the tampering and

page smearing effects, and anti-forensics techniques are current challenges for memory acquisition and even memory analysis techniques. Here we

addressed these challenges by proposing an approach to determine and to approximate how much the content of consequent images can help to

reduce required I/O operations for image acquisition, tampering, page smearing, and anti-forensics effects, and also speed up image acquisition and

rebuild specific parts of sequence images from available images. The proposed idea is applicable to software-based and hardware-based memory

acquisition methods. According to the experiments' results, the proposed idea shows how much, approximately, a digital investigator can

use previous memory dumps of a specific operating system with specific architecture to find similar parts in a new image memory. Also, it can help

administrators or automatic systems to estimate how much timestamp thresholds can approximate the desired value for a consequential memory

dump mechanism based on the available architecture and operating system.


