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g pmb.em> ABSTRACT

v’ Machine learning methods proposed in previous work typically reported high detection performance and fast prediction times on fixed and defective datasets
v Based on some shortcomings most of datasets are not suitable for real-world deployment

Goal v' Propose a systematic approach to generate Android malware dataset using real smartphones instead of emulators
v" Develop a new dataset namely CICAndMal2017, which covers all the shortcoming and limitation of previous datasets
Evaluatior>

v' Offer 80 network traffic features to select the best features set

- v Showed the average precision 85% and recall 88% for three classifiers namely Random Forest(RF), K-Nearest Neighbor (KNN), and Decision Tree (DT)
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