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ABSTRACT

Secure data deduplication, as It can eliminate redundancies over encrypted data, has been widely developed Iin cloud storage to reduce storage space and communication
overheads. Among them, the convergent encryption has been extensively adopted. However, it is vulnerable to brute-force attacks that can determine which plaintext in a
message space corresponds to a given ciphertext. Many existing schemes have to sacrifice efficiency to resist brute-force attacks, especially for cross-domain
deduplication, which Is contrary to practical applications. Moreover, few existing schemes consider protecting the linkability information. In this paper, we propose an
efficient and privacy-preserving big data deduplication scheme for a two-level multi-domain architecture. Specifically, by generating a random tag and constant size random
ciphertexts for each data, our scheme not only ensures data confidentiality and availability under multi-domain deduplication but also resists brute-force attacks. By allowing
only the cloud service provider to perform cross-domain duplication checking over random tags, our scheme can protect the linkability information from disclosure as much
as possible. Detailed security analysis shows that our scheme achieves privacy-preservation for both data content and the linkabllity information, data availability and
Integrity while resisting brute-force attacks. Furthermore, extensive simulations demonstrate that our scheme significantly outperforms the existing competing scheme, In
\\terms of computational, communication and storage overheads together with the time complexity of the duplicate search.
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4 System Model ) ssimenon || Design Goals
= Key distribution server (KDS): Is responsible for generating ! Gellleh = rolille) >.
private keys for users and a secret for the cloud service provider. / | \ " The proposed scheme should ensure data
= Cloud service provider (CSP) : offers storage services for users roemer ) Crgencyitad o Agencyn ()} con_flo_lentlallty, avallability and integrity while
and conducts the inter-deduplication over outsourced data. P resisting brute-force attacks. |
= Agency (4,): performs intra-deduplication and transforms the intra- | mesasor S R I " The proposed scheme should be computation,
tag into a random inter-tag. : % o | gk communication, and storage efficient.
| = User: outsource encrypted data to the CSP for storage. - a0 oy v LU y

4 1. System Initialization N

The KDS generates the composite bilinear parameters
tuple (N =pq,G,Gr,e), and then generates system
parameters and private keys as follows.

» Randomly choose two generators g,x € G, and two
numbers a,y € Zy and then compute y=x9,

v=gY,g;, = g“i fori=12,..,nn+2,..,2n.
= For all users in D;, compute the private key: d; = g}’.
= Choose three cryptographic hash functions: h;:{0,1}"—

\ {0,131, h,:{0,1}*> {0, 1}*0~1 and hy: G — {0,1}*1. /

/ Algorithm 1 Search algorithm in the deduplication decision tree \
Function: Search(L,,,node)

1: The search function Search(L,,,node) is started from the
root node, i.e., node = root, and it proceeds to a leaf node
as follows:

2: if node is a leaf then

3:  return node

4: else

5: casel: L,, < 07 then

return Search(L,,, Fp)
case 2: 0; < L,, < 041 then
return Search(L,,, Px)
case 3: 0, _1 < L,, then
return Search(L,,, P, _1)
9: end if
Note that 1 < k < n.— 1, the keyword 0, is the value of the data
length L,,,. Each non-leaf node contains . — 1 keywords and n.

K pointers: (Po, 51, Pl, 52,P2, ‘e 55?’Lc—17 Pnc—l)- /

g 3. Data Download A

= U recovers m' by decrypting C,,, with ck,,,.

= Then, U generates the intra-tag 7,/ = d?Z(m)

computes Iits hash value T,,» = h3(7,,) .

and

= At last, U verifies the integrity by checking whether
T.r=Tny holds.
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2. Data Upload

Tag generation: For uploading the data m, U generates an intra-tag with the private key d; as 7,,, = d?Z(m). Then, U sends a
message upload || (L, T.,,)" t0 A;.

Intra-deduplication: A; computes T,,, = h;(t,,,), and checks whether a duplicated exists. If a duplicate exists, U does not need to
upload m. Otherwise, A; computes 7,,, = 7,,, * y' and sends it to the CSP.

Inter-deduplication: The CSP leverages Algorithm 2 to check whether the duplicate exists or not among different domains.

Data encryption / key recovery: After receiving the feedback, if the message is “data upload”, U performs data encryption
operations. If the received message is duplication || B,,,~”', U conducts key recovery operations.

Data encryption: U encrypts the data m before outsourcing as follows.

(1) Randomly choose S,,, € Zy, and set K,,, = e(g,,+1, 9) Am and Algorithm 2 Inter-deduplication algorithm

then generate the convergent key ck,,, = h, (K, || m). 1: For the received data (¢, L., 7, ), the CSP calls the function
Search(L,,,node) in the DDT to search whether the value

L, has already been stored.

(2) The ciphertext of m can be computed as

Cm = SK Eckm (m) 2: if the same value is not found then
B, = (gﬁm, (v - ke gn+1_k)ﬁm) 3:  return “data upload”
Key recovery: U recovers the convergent key ck,« = hy (K« | m*) % e€lse | |
_ _ 5:  the same value L,,~ (L,,+ = L,,) is found in DDT, e.g.,
with the private key d; and m as follows. (4, L , Fm y B, Com ), and then check whether i = j
(9i,B1) holds
1) Let B, « = (By, B;), compute e , g)Pm* = =di i
( ) m ( 0 1) P (gn+1 g) e(di'nkel_ In+1—k+i BO) 6: if 2 = 7 then
| el 7 return “data upload”
(2) Then U recovers ck,,- with m as: ck,,« = hy(e(gn+1,9)Pm* || m). g else
5 s 5 s 9 verily whether the following equation holds
Ly | Lyl Lmgg|  ooeee X )
— T T T T - | e(Tma gj)p — e(Tm* ; Qi)p (1)
L < Lm, _—F, }\ “““ P, -1
y 10: if Eq. (1) holds then
I e et el el 11: return “duplication||link,,«|| B+
P, / L <L\<L ..... oot Po 1 ...... Xpnc_l P, l ,,,,,, \Pnc_l 12 else
e 13: return ‘“data upload”
/ \ow =t < / 14:  end if
e e L et o 1§ 150 endif
I N | | IR 16: end if
(1,2, Biny» Con, N(L, s Bines Com ) (i, 2y By Cmy) (8, %o s B s Cone N6, Bmmsr Binagr Gy ) . . .
(2080 B G ) ) ok whathort . According to Corollary 1, Eq. (1) holds, if and only if m = m,.
Mg’ ~Me’ “Mg eck whether i = J;

2) Ifi # j, then check whether e (£, ;) = €(Em,, 90)". That 1s, the duplication can be found by veritying Eq. (1).




