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ABSTRACT

N
Building an efficient, smart, and multifunctional power grid while maintaining high reliability and security is an extremely challenging task, particularly in the ever-evolving
cyber threat landscape. The challenge is also compounded by the increasing complexity of power grids in both cyber and physical domains. In this article, we develop a
stochastic Petri net based analytical model to assess and analyze the system reliability of smart grids, specifically against topology attacks and system countermeasures
(.e., Intrusion detection systems and malfunction recovery techniques). Topology attacks, evolving from false data injection attacks, are growing security threats to smairt
grids. In our analytical model, we define and consider both conservative and aggressive topology attacks, and two types of unreliable consequences (i.e., system
disturbances and failures). The |IEEE 14-bus power system is employed as a case study to clearly explain the model construction and parameterization process. The

benefit of having this analytical model Is the capability to measure the system reliability from both transient and steady-state analysis. Finally, intensive simulation
- experiments are conducted to demonstrate the feasibility and effectiveness of our proposed model.
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Table Il. Places in the SPN model

Analytical SPN Model X

Place Meaning

P_.GLM Place of good line meters

P_BLM Place of bad line meters

P_GBM Place of good breaker monitors

P_BBM Place of bad breaker monitors

P_DBLM | Place of detected bad line meters

P_UBLM | Place of undetected bad line meters

P_DBBM | Place of detected bad breaker monitors

P UBBM | Place of undetected bad breaker monitors
P_DIST Place of system disturbance: 0 before and 1 after
P_FAIL Place of system failure: 0 before and 1 after
P_MALF | Place of system malfunction: O before and 1 after

Table [1l. Transitions in the SPN model
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ﬁhe MxST of IEEE 14-bus System

Transition | Meaning

T_CLM Transition that the attacker compromises a line meter

T CBM Transition that the attacker compromises a breaker monitor

T_DBLM Transition that the intrusion detection system detects a bad line meter
T_UBLM Transition that the intrusion detection system fails to detect a bad line meter
T DBBM Transition that the intrusion detection system detects a bad breaker monitor
T_UBBM Transition that the intrusion detection system fails to detect a bad breaker monitor
T_RLM Transition that the system operator recovers a line meter

T_RBM Transition that the system operator recovers a breaker monitor

T DIST Transition that the power grid encounters a system disturbance

T_FAIL Transition that the power grid encounters a system failure

T_MALF Transition that the power grid encounters a system malfunction

Table V. Weights assigned to each bus

<

Bus type | Description Weight assigned
Type 1 Bus with line(s) only but no generator or load | 1 unit

Type 2 Bus with line(s) and load(s) but no generator | 2 units

Type 3 Bus with line(s) and generator but no load 3 units

Type 4 Bus with line(s), generator and load(s) 4 units

Table V. The bus type and total weight assigned in IEEE 14-bus system

Bus 7

Generator
Load
Spanning edges

Non-spanning edges

Busindex | Bustype | Weight assigned
#1 Type 3 3 units
#2 Type 4 4 units
#3 Type 4 4 units
#4 Type 2 2 units
#5 Type 2 2 units
#6 Type 4 4 units
#7 Type 1 1 unit
#8 Type 3 3 units
#9 Type 2 2 units
#10 Type 2 2 units
#11 Type 2 2 units
#12 Type 2 2 units
#13 Type 2 2 units
#14 Type 2 2 units

Numerical Results
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