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ABSTRACT

\
Fog computing-enhanced IoT (Internet of Things), as it can provide better |oT services at the network edge, has received considerable attention In recent years. In this
paper, for this new paradigm, we present a new privacy-preserving multi dot-product query scheme, called PMQ, which enables the control center to gain k dot-product
results simultaneously in one query. Specifically, in the proposed PMQ scheme, the BGN homomorphic encryption is employed for encrypting query reguest and response,
and a fog device Is deployed at the network edge to assist the privacy-preserving k dot-product query. Detailed security analysis shows that the proposed PMQ can

achieve better privacy preservation, I.e., no information in query request and response will be disclosed. In addition, extensive simulations are conducted, and the results
demonstrate that the proposed PMQ scheme can achieve acceptable efficiency in terms of communication overheads and computational costs.
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/ A. System Initialization

» CC will bootstrap the whole system.
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private key (sk = p) of BGN homomorphic encryption.
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secure communication:
* K. between CC & FD.

* K between FD & each IoT device.

* Ky, for secure broadcasting between FD & all loT Devices.

» Given k,, k, security parameters with |[N|=k; and hash
» CC will generate public key [pk = (N,G,Ge,g,h)] and

» CC chooses below random numbers as shared keys for
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B. Control Center Query
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Algorithm 1: QUERY GENERATION

Input: 3, |B| =m, o, |D| =n, D* ={Dx, Dox,---, Dp=}

Output: (A1, Ao, -+, Ap):(B1,Ba2,--- ,Bm)
for : =1 0o n do
if i == j* with Dj« € D* = {Dyx,Dgx,---, Dy} then

A; < a BGN ciphertext F(1) € G
else

A; < a BGN ciphertext £(0) € G

for j =1 to m do
| Bj + a BGN ciphertext £(3;) € G

return (4413 1423 T aAn)§ (Bla BQa et aB-m)
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After receiving (C1, C2, ..., CKk) from fog device
from fog device, then

a;..B, as each C; = e(g, 9)%+P.e(g, h)*, and

/" D. Control Center Result Reading N

*» First of all, the CC will check the validity of received data

»*» The CC can use the private key (sk=p) to recover each

» Finally the CC can compute each logistic function
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Design Goals

* Secure and Privacy-Preserving communication:
 Level-l: B,all a;,and all . «; .
 Level-2: subset D".

s Efficient communication: The proposed scheme
should be concerned about communication overhead
and computation costs.
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BGN Homomorphic Encryption

% Key Generation: Public Key(pk)=(N, G, G4, e, g, h), Private Key(sk)=p.

“* Where N=pq, p,q are two k-bit prime numbers, k is a security parameter and composite bilinear parameters (N, g, G, G, e) are generated by CGen(k), g is a

generator of order n and h = g? is a random generator of the subgroup of G of order p.

Encryption: ¢ = E(m,r) = g™h" € G. | Decryption: c?P = (gmh")P= (gP)™, To recover m, it is sufficient to compute the discrete log of c? base gP.

* Homomorphic properties:

Addition in G: Given E(my;r;) € Gand E(m,;r,) € G, we have E(mq;1;) - E(my; 1) = E(my + my; 1y + 1) € G. For simplicity, we omit the random items, and

e Multiplication in G: Given E(mq;1y) € G and m,€ S, we have E(mq;11)™* = E(m,- my; vl - m2) € G. For simplicity, we have E(m,)™ = E(my - m,).

« Multiplication from G to Gr: Given E(m4); E(m,) € G, we have e(E(m,); E(m,)) = Erx(m; -m,) € G, where E;(-) denotes a ciphertext in G.

« Addition in G7: Given E(m,); E(m,) € Gr, we have Er (mq) - Er (m,) = Er(my + m,).

Multiplication in G;: Given E; (m,) € Gy and m,€ S, we have E;(m,)™? = E;(m4 - my).
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C/l. 10T Devices Response

Algorithm 2: IOT DEVICE RESPONSE

IIlplltZ g = {05?11, G2, ,Oa-g,m} and RGC]B, /ff-sl
Output: ¢;, mac; £y 18
choose a random number 7; and gain the current time stamp ¢s

compute ¢; = (H;TI:L B ?ij) -h"i maciy = H(cil|ts||kyfi)

return c;||mac; ¢||ts
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s C/ll. Fog Device Response
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Algorithm 3: FOG DEVICE RESPONSE

Input: (c1,c2,--- ,cn), ReqA = (A1, Ag, -+, An), f(). kte
Output: (C1,Co,---,C}), macy., ts
set C'; = 1g,, forall j =1,2,--- K

for 2 =1 r0o n do

if f(i) ==7 withj € {1,2,---,k} then
I_ ij — ij - Eﬁ(fl-i, C'i) & GT

gain the current time stamp ts
compute mac; f = H((C1,Ca,--- ,Cr)||ts||ksc)
return (C,Cs,--- ,Cy)||macy.||ts
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/Conclusion

/ PMQ Is characterized by employing a fog device

\/\/ deployed at the network edge and the BGN

\f \/ homomorphic encryption to achieve privacy-preserving

\ \/ k dot-product query from lIoT domain, i.e., the details of

the control center’'s query will not be disclosed to the

fog device and IoT devices, and each loT device's

guery response Is also not seen by the fog device.

Through the extensive simulation evaluations, the

efficiency of PMQ In term of computational costs Is
acceptable.

Future work

In our future work, we will examine the
PMQ performance in real loT scenarios,
and also put efforts in reducing the
communication overhead of the query
request.
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