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ABSTRACT
Internet of Things (IoT), as it can provide many promising IoT services to end users, has received considerable attention in recent years. However, IoT’s security and

privacy are still challenging today. In this paper, we propose a privacy-preserving query scheme, called PQuery, for fog computing-enhanced IoT. The proposed PQuery

scheme is characterized by employing two privacy enhancing techniques, i.e., private information retrieval and oblivious transfer, to preserve the privacy for both the end

user and the service provider in IoT query service. Though the computational cost is still high at the fog device, the communication overheads in PQuery can be greatly

reduced between the fog device and the end user.

1. System Initialization

3. Fog Device Response

4. End User Result Checking

2. End User Query

 PQuery is characterized by combining

the private information retrieval and 1-

out-of-m oblivious transfer techniques

to achieve privacy preservation for

both the end user and the service

provider in IoT query service.

Future Work

Conclusion

 For future work, we will explore 

more functions of fog devices 

and balance the communication 

and computational costs in new 

privacy-preserving IoT query 

service designs.

Design Goals

 As both the fog device and IoT devices 𝐷 = {𝐷1,

𝐷2 , · · · , 𝐷𝑛 } are affiliated with the service

provider, it is reasonable to assume the service

provider to bootstrap the whole system. In order

to make the communication efficient, the service

provider first arrange IoT devices 𝐷 = {𝐷1, 𝐷2, · · ·

, 𝐷𝑛} into a cube, where the length of each edge

is m = 3 𝑛, and each IoT device then can be

identified as 𝐷𝑖𝑗𝑘, where 𝑖, 𝑗, 𝑘 ∈ {1, 2,· · · , 𝑚}.

 The proposed scheme should be privacy-

preserving.

 The proposed scheme should be

communication efficient.

BGN Homomorphic Encryption

 IoT devices: a set of IoT devices 𝐷 = {𝐷1, 𝐷2, · · · , 𝐷𝑛} are

deployed at an area of interest.

 Fog device: is deployed at the network edge, which receives the

data reported from IoT devices

 Service provider: is a server deployed at a cloud platform.

 End user: is an IoT service requester in our model.

 Addition in 𝐺: Given 𝐸(𝑚1; 𝑟1) ∈ 𝐺 and 𝐸(𝑚2; 𝑟2) ∈ 𝐺 , we have 𝐸(𝑚1; 𝑟1) · 𝐸(𝑚2; 𝑟2) = 𝐸(𝑚1 +𝑚2; 𝑟1 + 𝑟2) ∈

𝐺. For simplicity, we omit the random items, and we have 𝐸(𝑚1) · 𝐸(𝑚2) = 𝐸(𝑚1 +𝑚2).

 Multiplication in 𝐺: Given 𝐸(𝑚1; 𝑟1) ∈ 𝐺 and 𝑚2∈ 𝑆, we have 𝐸(𝑚1; 𝑟1)
𝑚2 = 𝐸(𝑚1 · 𝑚2; 𝑟1 · 𝑚2) ∈ 𝐺. For

simplicity, we have 𝐸(𝑚1)
𝑚2 = 𝐸 𝑚1 · 𝑚2 .

 Multiplication from 𝐺 to 𝐺𝑇: Given 𝐸(𝑚1); 𝐸(𝑚2) ∈ 𝐺, we have 𝑒(𝐸(𝑚1); 𝐸(𝑚2)) = 𝐸𝑇(𝑚1 · 𝑚2) ∈ 𝐺𝑇, where

𝐸𝑇(·) denotes a ciphertext in 𝐺𝑇.

 Addition in 𝐺𝑇: Given 𝐸(𝑚1); 𝐸(𝑚2) ∈ 𝐺𝑇, we have 𝐸𝑇 (𝑚1) · 𝐸𝑇 (𝑚2) = 𝐸𝑇(𝑚1 +𝑚2).

 Multiplication in 𝐺𝑇: Given 𝐸𝑇 (𝑚1) ∈ 𝐺𝑇 and 𝑚2∈ 𝑆, we have 𝐸𝑇(𝑚1)
𝑚2 = 𝐸𝑇(𝑚1 · 𝑚2).
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𝑎1, 𝑏1, 𝑎2, 𝑏2 𝐴𝐵1 = 𝐸 𝑎1 ⋅ ෑ
𝑖=1

𝑚

𝐴𝑖

𝑏1

𝐴𝐵2 = 𝐸 𝑎2 ⋅ ෑ
𝑗=1

𝑚

𝐵𝑗

𝑏2
𝐴𝐵1, 𝐴𝐵2 𝐴𝐵1, 𝐴𝐵2

Decryption

𝑎𝑏1, 𝑎𝑏2
𝑎𝑏1, 𝑎𝑏2

check
𝑎1 + 𝑏1 =?= 𝑎𝑏1, 𝑎2 + 𝑏2 =?= 𝑎𝑏2

If yes,  𝐴1, 𝐴2, ⋯ , 𝐴𝑚, 𝐵1, 𝐵2, ⋯ , 𝐵𝑚 are valid 


