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4 ABSTRACT

Internet of Things (loT), as it can provide many promising lIoT services to end users, has received considerable attention in recent years. However, loT’s security and
privacy are still challenging today. In this paper, we propose a privacy-preserving query scheme, called PQuery, for fog computing-enhanced loT. The proposed PQuery
scheme Is characterized by employing two privacy enhancing techniques, I.e., private information retrieval and oblivious transfer, to preserve the privacy for both the end
user and the service provider in IoT query service. Though the computational cost is still high at the fog device, the communication overheads in PQuery can be greatly
reduced between the fog device and the end user.
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System Model ; | o Design Goals
. ] Total n [oT Devices Fog Bewce Service Provider
= |oT devices:. a set of loT devices D= {Dy, D,, - - -, D,} are e | * The proposed scheme should be privacy-
deployed at an area of interest. I preserving.
* Fog device: Is deployed at the network edge, which receives the \ ‘
data repOrtEd from loT devices %" EEPRIEE || auery = The proposed scheme should be

= Service provider: is a server deployed at a cloud platform. g ﬁ communication efficient.

- . . : loT = End User
- End user: is an |oT service requester in our model. P Y
/ 1. System Initialization \ 4 BGN Homomorphic Encryption R

= As both the fog device and 10T devices D = {D,, = Addition in G: Given E(my;11) € Gand E(my;r,) € G, we have E(my;ry) - E(my;1p) = E(mg +my;1ry +13) €

D,, - - -, D,} are affiliated with the service G. For simplicity, we omit the random items, and we have E(m,) - E(m,) = E(m{ +m,).

prov?ger, tit E‘ r?atsoni?]'e toh aissumf thelservciice = Multiplication in G: Given E(mq;r;) € G and m,€ S, we have E(mqy;r)™ = E(my- my; rl - m2) € G. For

proviader 1o bootstrap tnhe wnoie system. in oraer - . m2 __ .

to make the communication efficient, the service Slmphc_lty’ _We have £(m,)™ = _E(ml ma)

provider first arrange loT devices D = {D,, D,, - - - . MUIUp“Ca“On from G to GT: Glven E(ml); E(mz) € G, we have e(E(ml); E(mz)) = ET(m1 y mz) € GT! where

, D,,} into a cube, where the length of each edge E+(-) denotes a ciphertext in G;.

s m = yn, and each loT device then can be Addition in G;: Given E(m,); E(m,) € Gy, we have E; (m,) - E; (my) = Ex(my + my).

identified as D;j, where i,j,k € {1,2,---,m}. o _ )

Multiplication in G;: Given E (m4) € Gy and m,€ S, we have Er(m,)™* = Er(my - m,).
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3. Fog Device Response 2. End User Query
_ - Algorithm 1: QUERY GENERATION
Algorithm 2: RESPONSE GENERATION : . ;
_ - Input: d and (m, a, b, ¢) for querying device D ;. Service Provider End User
I]]]]-l.ll: {-"1[““'12“" ‘-"11'HJI:‘|:B].'BE'=”' =BTHJ|:=ET|:P"" _d::ll the ﬂll[pll[: (;41,:4.-3.““ ._;'jlﬂa:];(B]_._Bg,“* ._B-,-T;};E“_{'(.'ﬁ"l'r_d] m by
shared key s between fog device and service provider 1 fori—= 1 to m do a,,b;,a,,b, AB;=E(ay) - (1_[ Ai)
ﬂutput: {f-ﬂ[(:j .f—:”t}:{Fj_.Fj,"' : FT”_} E[l] c i lfl — a: m b, =1
. 1. « a2 BGN ci \ w, 1nt=a, _ , | AB,, AB
i for k l.i!'ﬂ m do o o 2 L A; <= a BGN ciphertext { E(0)e G, ifi#a. AB; = E(ay) (1_[ _:131> 2 5 AB.,AB,
2 choose Lwo random ry, 7y € Ly, Cp = €e(g,g)"™* € G, el J Decrvption Jl
5 Fi. =elg,g) %"k . ) 3 for j =1 to m do . = B Zlej_ b, =7=ab,, a, + b, =7= ab, < ab,, ab, YP ab,. ab,
(]‘L._j.E (1.2, m] e(A;, B;j)Tiikt . Ep (N — dj) * 4 L B; < a BGN ciphertext { EE{l}% E :,ﬂ i:j ; b‘ If yes, Ay, Az, Am, By, By, +++, By are valid
¢ return (Cy, Cg, -+, O ); (F1, Faye 00 Fin) s generate a BGN ciphertext E (N — d);
6 return (.:‘4.1,.:‘4.'2._“‘ ._.:‘4.-”-1];{.5]_._.82,“‘ ._BTTE_};E'I'(JHI'I'?_{ij
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/4. End User Result Checking N [

= PQuery Is characterized by combining
the private information retrieval and 1-
out-of-m oblivious transfer techniques

= For future work, we will explore
more functions of fog devices
and balance the communication

E{y" y)_“""f'k | (Hi'-.?'E{l_.E.--- 171 } E(ALE'? B.i)lxi}“ | ET(‘M - ”r))?;
= Ep(r (Tappr —d) — 5 - 11)

F! =e(g,q)°-F, to achieve privacy preservation for and computational costs in new
=e(g,9)° - Ep(ro(Tapet — d) — s - 1¢) both the end user and the service privacy-preserving 1oT  query
= Er(r(zepet — d)) € G provider in 10T query service. service designs.
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