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Ø Today’s Internet 
•  Evolving in scope and complexity 
•  Applications adapt rapidly  
•  Proprietary protocol (e.g. skype) emerging obfuscated technique to 

bypass network filter or firewalls  
•  Future routers may provide different Quality of Service (QoS) to certain 

packets/flows 

Ø Classification Method 
•  Payload based 
•  Packet based 

Motivation 

Ø Shanon’s Entropy 
•  How much information we gain, when we learn the value of a random 

variable X? 
•  If { ​𝑝↓1 , ​𝑝↓2 , …, ​𝑝↓𝑛 } the probability distribution of the 𝑛 possible values  possible values 

of  𝑋: : 
 

Ø Shannon's definition of information was associated with the actual 
symbols which are used to encode a message 

Ø BitEntropy is a weighted average of the Shannon binary entropies of the 
string. The logarithmic weighting gives greater weight to the higher 
derivatives. 

Ø N-gram encoding has significant effect on entropy measurement 

Entropy & Encoding 
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in pppppHXH ∑−=≡ … Ø  Encrypted traffic contains more entropy than its non-encrypted counterpart 

Ø  Any N-gram encoded data shows more entropy than that of raw binary entropy 

Ø  Encoding the encrypted payload accelerates the entropy significantly that 
eventually help to filter Encrypted traffic  

Ø  Any ideal encryption algorithm (e.g. AES) outputs higher derivative in raw binary 
data 

  
 
 

Our Observation 

Ø  Feature selection: We initially check our algorithms with random plaintext 
and its corresponding ciphertext and end up with maximum “Sum of 
differences”  of the  output to select appropriate features. 

Ø  Training dataset: Randomly selected payload from several Encrypted 
traffic (Skype, SSL, HTTPS etc.) and Non-Encrypted traffic (HTTP, 
Streaming video VOIP etc.) 
•  Encrypted payloads (526367 packets) 
•  Non-Encrypted payloads (64086 packets) 

Ø  Classification goals: 
•  Coarse or fine-grained classification 
•  Encrypted or Non-Encrypted 

  
 
 

Experiment & Dataset 
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