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Introduction . Result
derived features from flows or packets. These features can
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most dangerous threat to Intemet security. Botnet Is a | supervised learning techniques. For testing the labels are used

collection of compromised computers called zombie or bot. to evaluate the performance of these method. Dataset 1,35

Zombies are — controlled by malicious machines  called otivation contains instances from normal and storm traffic, while dataset

botmaster through C&C channel. Botnet can be used for a - 24,6 contains instances from normal and waledac traffic.

plenty of malicious behaviors including DDOS, Spam, steal Currently, p2p botnet has advantages over traditional botnet These datasets are used in the 6 experiments in table 1.

sensitive Iinformation and etc., which could be very serious and It becomes the most serious malware in the wild. There _

threats to the Internet. In traditional centralized botnet, there is are several difficulties in detecting p2p botnet. 1 ;;?:Sjte; )T;Satsitetz

a point of failure which makes the botnet not that robust. For ) Sataset 2 Sataset 1

example, servers are used in IRC-based botnet which Is the ® |t is decentralized. There Is no weak-point. And even some 3 Yataset 3 Yataset 4

first type of botnet and HTTP-based botnet which can be neers are down, it still can work well. A Dataset 4 Dataset 3

destroyed by finding out the C&C servers. To overcome the ® The behavior of peers in the p2p botnet Is similar with the 5 Dataset 5 Dataset 6

weakness, attackers began to use peer-to-peer networks for normal p2p application like bittorrent or gnutella. 6 Dataset 6 Dataset 5

C&C communication which makes botnets more robust. And ® To make the p2p botnet more robust, the authors of p2p Table 1 Experiments

every peer in the p2p botnet can act as both client and server. botnet encrypt the C&C communication. So It may be SVM TP 148TP

As a result, detector cannot find a central point of failure in p2p useless to look at the content of the traffic. N N

botnets. ;o o

To data, most network-based approaches depend on flow or

We propose a p2p botnet detection method based on packet. And there are some shortcomlngs like losing

conversation in a time window. This Is the first time to use Information about the traffic, consuming more memory and etc. | L | N

conversation-based features to detect p2p botnet. The features So the motivation of this research is to overcome these FIg. 3. SVM True Positive Fg. 4. JA8 True Positive

of conversation can differentiate p2p botnet conversations from drawbacks. From a higher level of view, a conversation-based SVM FP 148 FP

normal conversations. Decision Tree and SVM are applied to detection approach is proposed. And this is the first time to - o

the features to classify the normal conversations and the p2p detect p2p botnet based on conversation (as shown iIn . I o I

botnet conversations. Figure.1.). E I m | I I E - T B
IR-—IN .5 SVM False PositveFig, 6, 148 False Posive

Varity of botnets are widely used in today’s network for various B == o . e

purposes. In terms of the C&C communication they used, — B | | | | | | | | | | | |

Cooke et al. classified botnets into three possible categories,

namely centralized, P2P and random. Centralized and random Fig. 1. Time-based Conversation

topologies’ weaknesses can be made use of by detector are

poined out by the authors. On the other hand, p2p botnet has Fig. 7. SVM Detecton Rate g, 8. J48 Detection Rate

the most complex design and lowest detectability. Researchers | . . . The results show that both one-gram and feature set give good

proposed a handful of research concentrated on botnet Fig. 2 describes the proposed detection framework in & results by applying SMV algorithm. And for J48. only feature

detection so far and there are quite a lot techniques for botnet general way, including 4 main parts. . set has a good result. | |

detection. These detection methods fall into 2 categories.
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Host-based: It is the most straightforward detection method. It e ,\;*};;‘iw We proposed a p2p botnet detection approach based on the

treats the bot binaries as a virus, Trojan or some .ot_her ow ket | Caphure Mol | EZg20 05> | Exroctn f%i;;»x,% features which are derived from network conversations. By

malicious malwares and detects It the way that Anti-virus AN applying the powerful machine learning techniques. the results

software. - show its ability to detect p2p botnet with high true positive rate
o and relative low false positive rate. Further more, as our

Network-based: This kind of approach concentrates on the . . conversations are based on time window. We can apply this

network traffic to find signatures of the content or behavior Fig. 2 Detection Framework method for online p2p botnet detection.

natterns of p2p botnet. Network-based detection based on ® Capture Model: Capture the traffic from the network.

signature Is widely used to detect IRC-based botnet and it has ® Feature Extraction Model: Generate conversations and Acknowledgements

high detection rate with low false positive rate. One limitation Is extract features from every conversation

that signature-based deteCt_mn approach can only detect ® Training Model: Use labeled instances for training. | would like to thank Dr. Ali Ghorbani for his supervision

known botnet whose content is not encrypted. Nowadays, most ® Detection Model: Use the classifier generated by training throughout my researsh and | am also thankful to the students

of the rgsearch S bgsed on networl§ behavior because of the model to classified unlabeled instances. in our lab for their help and suggestions.

encryption. In behavior-based detection approach, people
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