|
L
|
I
|
!
|

] = | ]\n

- ! ‘a‘

network / y &
e T,
, <

SseCll | f‘ B - . L
g "l-n._l___ 5 ___: [y P :_‘_--_‘__ ,":" . _:
- = \j i oINS T
' r B LI 1y W ow g e
= - ' O A N U R A

Mahbooheh Soleimani and Ali A. Ghorbani
Faculty of Computer Science
University of New Brunswick

~ - L = s
[} 3 —_

-

Motivation Anomaly detection in IDS alerts
Often Intrusion Detection Systems (IDSs) . >) Critical episode Critical episodes
Input episodes filtering based on and multi-step

generate too many alerts in a typical network. back ground attack
Managing this huge amount of alerts and knowledge
finding the important ones are the main goals of Input episodes

_ | Frequent
this research. > Frequent episode > episodes

If this frequent
Methodology episodes > episode i the occurtence i the
Multi-filtering approach for identifying network
critical alerts in a network, based on Normal and abnormal episode trees
expert knowledge and machine learning
methods.
Determining normal behaviour of security
devices and consequently normal alerts Extracting Extracting
that are triggered frequently by an |DS in Freauent enisodes freauent enisodes
a particular network. NI N
Comparing normal behaviour with episode tree episode tree
current frequent alerts that are generated Construction construction
by an IDS in the network to identify those O B~
alerts In the network which are more Clustering and pruning abnormal episodes tree
interesting for administrator.

Abnormal

Using a combination of signature based frequent
IDS and an anomaly-based framework in episodes
our framework. Remove

Applying “Discovery of frequent episodes abnormal I abnormal frequent
frequent episode

in event Sequences” algorithm for alert from abnormal episode is similar to a
- . normal frequent one?
mining. episode tree

Normal tratfic Current traffic

tion 1n a the
network or
Updating the Frequent episode 1s dealing with
Expert meaningless or IDS i1s fewer
Is episode a multi-step knowledge misconfigured or a new unknown
Extracting whole of episodes in attack scenario? attack scenario 1s found episodes
alert sequences OR Is episode due to

vulnerability in the Episode rule extraction for attack prediction

eyl Support (X) = Percentage
of alert seguences that contain alert X

l Misconfigura

Multi-step filtering for alert reduction

s

Detecting frequent episodes
n tthe nli)rm(zltl sﬂuiltlo? of Lo.okzlng. fo;*hobserve(} Rule: X2 Y (s, ¢
network and constructing cpisode 1n the norma g = support({X U Y)

normal episode tree episode tree | - 1 /%
c = support{X U Y)/support(X) | E'ESJ B

Suppaort , Confidence

Looking for Pruning abnormal episode A= B, [0.85,0.89] |

observed episode tree based on 1ts similarity to AE = F, [0.30, 0.42] [_3'25__*
in abnormal normal episode (clustering)

episode tree Results
N/ Our method could extract all of critical and multi-
ﬁﬁf}iﬂa@f‘:;isoondgiﬁi step attacks in LL DDoS 1.0 data set while we
had almost 90% reduction in number of alerts.




